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O Microsoft Windows Password/UNC path

* Example article: Zoom Lets Attackers Steal Windows Credentials, Run Programs via UNC
Links

https://www.bleepingcomputer.com/news/security/zoom-lets-attackers-steal-windows-creden
tials-run-programs-via-unc-links/

* FEric’ s comment “Released a fix for the UNC link issue” is the answer to this.

* Update released. Windows users will be prompted to upgrade their client to v4.6.9.
Refer to release note below.

https://support.zoom.us/hc/en-us/articles/201361953

O Mac Local Privilege Issue
* Example article: Ex-NSA hacker drops new zero-day doom for Zoom
https://techcrunch.com/2020/04/01/zoom-doom/

* Eric’ s comment “Released fixes for both Mac-related issues raised by Patrick
Wardle” is the answer to this.

* Update released. Mac users will be prompted to upgrade their client to v4.6.9. Refer to
release note below.

https://support.zoom.us/hc/en-us/articles/201361963




O End-to-End Encryption
* Example article: ZOOM MEETINGS AREN’ T END-TO-END ENCRYPTED, DESPITE

*

MISLEADING MARKETING
https://theintercept.com/2020/03/31/zoom-meeting-encryption/

Eric’ s comment “Published a blog to clarify the facts around encryption on our
platform - acknowledging and apologizing for the confusion” and the ink in the
statement(https://blog.zoom.us/wordpress/2020/04/01/facts-around-zoom-encryption-for-mee
tings-webinars/) are the response to it.

O Facebook SDK

* Example article: Zoom iOS App Sends Data to Facebook Even if You Don’ t Have a

*

Facebook Account

https://www.vice.com/en_us/article/k7e599/zoom-ios-app-sends-data-to-facebook-even-if-y
ou-dont-have-a-facebook-account

Eric’ s comment “On March 27th, we took action to remove the Facebook SDK in our
10S client and have reconfigured it to prevent it from collecting unnecessary device
information from our users” and the link embeded
(https://blog.zoom.us/wordpress/2020/03/27/zoom-use-of -facebook-sdk-in-ios-client/) are
the response.

10S users simply need to update their App to the latest version.

O Meeting Bombing

*

Eric’ s comment “On March 20th, we published a blog post to help users address
incidents of harassment (or so-called “Zoombombing” ) on our platform...” and the
post(https://blog.zoom.us/wordpress/2020/03/20/keep-uninvited-guests-out-of -your-zoom-eve
nt/) are our guideline on it.

O Attention Tracking

*

Example post: Zoom is a work-from-home privacy disaster waiting to happen

https://mashable.com/article/zoom-conference-call-work-from-home-privacy-concerns/

Eric’ s comment “Permanently removed the attendee attention tracker feature” is the
response.





